AIG Cyber Risk
Consulting Services

Despite a company’s best efforts to protect itself from a cyber attack through its own IT department,
it may not be enough in today’s rapidly changing cyber environment. AIG Cyber insureds are armed
with a wide range of preventative tools, including up to $10,000 value in complimentary ™ services,
adding valuable layers to a company’s line of defense.

Complimentary Tools and Services™

Complimentary tools and services are included with each CyberEdge
policy for eligible clients* to provide knowledge, training, security, and
consultative solutions.

Employee Cybersecurity eLearning and Phishing Simulation
- Available in 11 languages

Timely and measurable managed employee training and compliance
service, tailored to employee roles to reinforce clients’ security policies.

Blacklist IP Blocking and Domain Protection
— Reduces the attack surface up to 90% ahead of the firewall
Enables organizations to control their exposure to criminal activity by

leveraging vast threat intelligence repositories, precision geo-blocking,
and black-list automation to reduce risk.

Infrastructure Vulnerability Scan
— |dentification of high risk infrastructure vulnerabilities

Clients can select up to 250 of their IP addresses to have experts
examine to identify critical vulnerabilities that are open to potential
exploits by cyber criminals, with a follow up scan 90 days later to
verify your efforts at remediation.

AIG Cyber Services Orientation

- One-on-one session with AIG Cyber Risk Consulting

One hour with an AIG Cyber Risk Consultant to address questions clients
may have about their risk posture and recommendations in their cyber
maturity reports and to introduce them to AIG’s services and key vendor
services that can help improve their cyber risk.

* Clients purchasing CyberEdge and spending more than $5,000 in premium qualify for these complimentary services



AIG Cyber Risk Consulting Services

Cybersecurity Information Portal Security Ratings

- Online access to cybersecurity information - Network security scoring

24/7 access to current cybersecurity information. Using an easy A-F grading system, clients are scored from an
“outside-looking-in” perspective of their overall cybersecurity

Endpoint Detection and Response in ten key risk categories .

— Accelerated threat detection and incident response
Insurance Portfolio Diagnostic

Insureds can implement an advanced threat detection } _ o )
- Cyber as a peril analysis against insurance portfolio

capability across their environment, coupled with an incident

response retainer, for on-demand access to aid in protecting Experts review the client’s entire property and casualty

and responding to cyber events. portfolio to determine how it is anticipated to respond to the
spectrum of cyber predicated financial and tangible losses.

Fee-based Services

CyberEdge Clients can also improve their level of protection and
preparation by taking advantage of additional services at preferred
rates from AIG’s cyber risk consultants and our expert partners.

Preferred Vendor Partner Services

BitSight Security Ratings, Quantification Workshop and
powered by BitSight Technologies,  Insurance Portfolio Stress Test,
lets clients measure and monitor powered by Axio, helps clients
their own network and those of understand their cyber exposure in
their third party vendors. financial terms and subsequently,

how a variety of representative
cyber loss scenarios might be
treated by the client’s entire
insurance portfolio.

Dark Net Intelligence, powered
by BlueVoyant, helps clients stay
apprised of what the latest chatter
is inside the dark net.

Office of the CISO, powered

by Optiv, provides on-demand
access to virtual, interim, and
staffed CISO expertise as well as
critical security advisory services.

Get Started Today

Contact us today to take advantage of these services and improve
your organisation’s protection against a cyber attack:

Visit www.aig.com/ CyberRiskConsulting and complete the
® contact form, or Email us at CyberRiskConsulting@aig.com
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